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CSA APAC Research Initiatives

Working Groups (WGs)

• Cloud Incident Response

• Cloud Component Specifications

• Cloud Security Services Management

• Cloud Controls Matrix – ABS Cloud 

Computing Implementation Guide Mapping

• High Performance Computing (HPC) Cloud 

Security

• Industrial Control Systems (ICS) Security

• Mobile Application Security Testing (MAST)

• SaaS Governance 

Survey Reports

• Cloud Adoption Survey Reports

Collaboration

• Security Technologies Returning 

Accountability, Trust and User-Centric 

Services in the Cloud (STRATUS)
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Recent Research Releases
All Free (as in beer) to download from 

CloudSecurityAlliance.org!
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https://cloudsecurityalliance.org/research/#_research-lifecycle

https://cloudsecurityalliance.org/research/#_research-lifecycle
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Introduction to the 
HPC Cloud Security 

Working Group (WG)
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HPC Cloud Security WG

Mission statement

To develop a holistic security framework for cloud
infrastructure architected for high performance computing
(HPC) needs, with the aim of securing where the cloud
environment and HPC cross paths.
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Organizations Represented in WG So Far
Supercomputing Facilities
1. European Organization for Nuclear 

Research (CERN)
2. King Abdullah University of Science and 

Technology (KAUST), Saudi Arabia
3. National Centre for High-Performance 

Computing (NCHC), Taiwan
4. National Computational Infrastructure 

(NCI), ANU, Australia 
5. National Institute of Advanced Industrial 

Science and Technology (AIST), Japan
6. National Supercomputing Centre (NSCC), 

Singapore
7. Pawsey Supercomputing Centre, Australia
8. Research Organization for Information 

Science and Technology (RIST), Japan

Academic / Research / Gov Institutes
1. Institute for High Performance Computing 

(IHPC), A*STAR, Singapore 
2. Kasetsart University (KU), Thailand 
3. National University of Singapore (NUS)
4. National Electronics and Computer 

Technology Center (NECTEC), Thailand
5. Universiti Putra Malaysia (UPM)

Cloud Service Providers with HPC Offerings
1. Amazon Web Services (AWS)
2. Microsoft

Solution Providers
1. Checkpoint
2. Cray
3. Drootoo
4. Fujitsu
5. Netweb
6. Redhat
7. Rescale
8. Securosys
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Background

• Increasing complexity of different types of workload has resulted in the 
diversity of infra architectures to serve them, with cloud environments now 
viable to process certain HPC workloads

• In addition, more workloads which are traditionally too sensitive to leave 
the on-prem infrastructure are now moving into the cloud in order to 
harness its benefits (eg. precision medicine, financial modelling)

• However, amongst all the demonstrated efficacies that cloud has brought 
about, researchers face certain challenges running HPC in a cloud 
environment
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Technical Challenges

• Due to high performance requirements of HPC workloads, ‘close to 
metal’ operations are often demanded, stretching the processor’s 
core physical compute resource to its utmost capabilities. Running 
on a virtualized hypervisor may cause performance to suffer

• Whether high-speed interconnect is available also affects HPC’s 
performance
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Security Challenges
• Increasingly, with pure HPC bare metal infra interacting with the cloud, coupled 

with the evolving threat landscape, there will be more opportunities for 
malicious attacks. 

• However, high performance faces the peril of being compromised when 
precious resources are carved out for security protocols and processes

• The crossing of cloud and HPC environments often leads us to questions of how 
security in an HPC cloud environment can be implemented, enforced and 
ensured without the need to compromise performance

• The WG strives to provide recommendations that can answer these questions
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WG Scope

The scope for the HPC Cloud Security working group includes, but is not limited to: 

• Develop a set of security guidelines for cloud infrastructures architected for HPC 
needs

• Develop holistic security framework covering HPC cloud infrastructure and pure 
HPC bare metal infrastructure; and also on-premise infrastructure overflowing 
to public cloud infrastructures

• Develop reference models for secured HPC cloud implementation
• Share with other HPC thought leaders in the region
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Additional Areas Suggested for the WG 
to Consider & Address

These were suggested during introductory calls with current WG members, or 
received as part of the open peer review process for the WG Charter:

• Clear definition of HPC – There is currently a broad definition, seen differently 
through the lens of HPC purists and CSPs

• Infrastructure security
• Network security
• Application security
• Identity management
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Call for Participation in WG

• We encourage HPC players from the international arena to join the WG

• Join us by submitting your info via https://goo.gl/KaAFfJ or contact csa-apac-
research@cloudsecurityalliance.org

• The WG will hold similar sessions like this workshop in similar events around 
the world. Updates will be communicated on the WG’s Basecamp and via 
https://www.csaapac.org

• We look forward to seeing you on the WG and at future events!

https://goo.gl/KaAFfJ
mailto:csa-apac-research@cloudsecurityalliance.org
https://www.csaapac.org/
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THANK YOU

Contact CSA

Email: hzhuang@cloudsecurityalliance.org

Twitter: @Cloudsa

Site: www.cloudsecurityalliance.org

Learn: www.cloudsecurityalliance.org/research/cloudbytes

Download: www.cloudsecurityalliance.org/download

GDPR Resource center: https://gdpr.cloudsecurityalliance.org

http://www.cloudsecurityalliance.org/research
http://www.cloudsecurityalliance.org/research/cloudbytes
http://www.cloudsecurityalliance.org/download
https://gdpr.cloudsecurityalliance.org/

